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Introduction
The introduction of autonomous ships in the maritime industry will induce disruptive changes in the execution of maritime traffic operations. The idea of fully autonomous and unmanned ships is not new, it has been discussed for about a decade in the maritime industry [1] . However, the topic is nowadays of high interest within the entire maritime cluster, in part due to the increasing maturity of technologies linked to the support and execution of autonomous vessels. Apart from creating the enticing visions of future shipping, industry leaders provide strong arguments to convince all stakeholders that the first autonomous vessel is about to be ready for her first operation [2] .
Nevertheless, autonomous vessels, as other smart vehicles, require the support of an entire smart system [3] . The organizations investing in the development of autonomous vessels are aware about this and allocate resources and efforts to create the structures needed for the constitution of an entire autonomous maritime system [4] . One essential aspect for ensuring the correct functioning of such a system is the assurance and management of safety. A criterion for an autonomous vessel is to be at least as safe as the most advance manned ships [5, 6] . This represents an initial high-level demand that requires innovative approaches to develop safety management strategies for ensuring this target.
Different studies have been elaborated to analyze the initial safety and risk management challenges that autonomous ships will face. Some of these include the analysis of safety risks for the general concept of autonomous vessels, identifying concrete challenging aspects for the execution of operations and prevention of accidents [7, 8] . Others include the analysis of safety risks for a particular type of vessel and its autonomous system, reviewing a semi-defined operative context and a determined escalation process representing diverse degrees of autonomy [5, [9] [10] [11] . Other studies focused on the challenges for transferring the roles of personnel involved in the management of safety to the foreseen operational context of autonomous vessels [12] [13] [14] [15] . Other studies present an initial analysis of related legal challenges [16, 17] . In addition, there are studies analyzing and testing safety aspects in particular navigational operations with the use of autonomous prototypes in simulated environments [18] [19] [20] .
Most of these studies have presented analyses based on data lacking specific details about the actual design characteristics of the autonomous vessel, its operative context, and the practices for managing the safety of its operation. This is a common limitation to researchers as the most update developments of this topic are mainly proprietary knowledge, discussed internally in the industrial organizations competing for the leadership of autonomous shipping [21] . Nevertheless, the listed studies have remarkably achieved the identification of safety management gaps, challenges, and potential demands for the design of autonomous maritime systems. In fact, some of these studies have provided initial solutions for the management and assurance of safety of autonomous vessels. These studies have also evidenced the need for considering the safety management of an autonomous vessel from different angles of the entire autonomous system where it belongs. This requires to design and implement tools for hazard and risk analysis, accident prevention, and safety management which are capable of supporting the design of such systems.
In the analysis of the risks of the current operational mode of the maritime traffic, a significant number of studies have been elaborated. This includes the analysis of the risk of ship to ship collision [22] [23] [24] [25] [26] [27] [28] [29] [30] [31] [32] [33] , the risk of ship grounding [34] [35] [36] [37] [38] [39] [40] , and the risk of fire on-board [41] [42] [43] [44] [45] .
These studies provide operational information which is used as a basis to develop and update frameworks for the risk analysis of maritime transportation systems [24, 46] and risk-based ship design [47] [48] [49] . These frameworks provide valuable feedback of the current functioning of the maritime traffic operations and crucial information about the integrated elements in the design of vessels. In the context of autonomous vessels, the application of these frameworks has to be considered for transferring crucial components of maritime safety into the design of autonomous vessels and autonomous maritime systems. This approach has been utilized in a preliminary assessment of the potential impact of unmanned vessels on maritime transportation safety in [8] , making a coherent combination of existing accident information and their evaluation in the operational context of autonomous vessels.
In this study, a systemic and systematic hazard analysis and management process for the concept design phase of an autonomous vessel within its operative context is presented. The aim is to create a process capable of executing an initial analysis of safety hazards in the earliest design phase before the planning of the ship design, materials, structures, components, systems and the services linked to the functioning of the autonomous vessel. This analysis aims at producing valuable information to make the systemic and systematic integration of safety controls that need to be implemented in the development of the initial safety management strategy of the autonomous vessel and the entire autonomous ecosystem where it operates.
This proposed process is applied to analyze the safety hazards in the foreseen functioning of two concepts of autonomous ferries operating in specific urban waterways in and near the city of Turku in Finland. The application considers the outcome produced in previous risk analyses of maritime traffic, including those executed for the analysis of the current operation mode and analyses elaborated to assess anticipated operational contexts of autonomous shipping. Based on this information, the main type of accidents and hazards in the operational context of these ferries are identified. Then, with the support of maritime safety experts and experts of automation and technologies related, high-level safety controls to mitigate the hazards are proposed. These controls are used to develop an initial safety management strategy for the autonomous ferries. This provides a systemic representation of safety controls in the operative context of these autonomous ferries, supporting the initial delegation of safety management roles, tasks, and responsibilities.
The rest of the article is organized as follows. Section 2 defines the theoretical foundation for the hazard analysis. Section 3 introduces the background describing the purpose and mission of the two autonomous ferries. Section 4 presents the process of analysis. Section 5 presents the implementation of the proposed process. Section 6 discusses the research findings, limitations and future research. Section 7 provides the final conclusions of this study.
Hazard analysis perspective
This study adopts a constructivist basis for hazard analysis, i.e. based on the views of experts about the possible occurrence of events of interest with the most up to date information [23] . With this approach, the presented hazard analysis aims to be considered as a means for reflection and provision of the most reliable and up to date knowledge for safety assurance and the development of a safety management strategy.
The proposed process of analysis is based on a safety engineering approach linked to the System-Theoretic Process Analysis (STPA) included within the Systems-Theoretic Accident Modeling and Processes (STAMP) [50] . STAMP is an approach to depict and review the function of safety from a systemic perspective. It analyses accidents by making a review of the entire socio-technical system [51] [52] [53] . Thus, it provides a more systemic way to model accidents and safety for producing a better and less subjective understanding about how accidents occur and how they can be prevented [54] [55] [56] .
STAMP promotes hazard analysis going beyond component failures. For this, it introduces the STPA which is a hazard analysis technique that identifies accident scenarios that encompass the entire accident process by including design errors, component interactions, and other social, organizational, and management factors in the analysis [50] . Previously, both STAMP and STPA have been satisfactorily applied in the analysis of the safety of autonomous systems in other transportation domains such as the automobile [57] and aviation [58] [59] [60] .
In line with the STPA, the process focuses on defining accidents that can occur in a certain operational context of an autonomous vessel. It identifies and analyses hazards that can lead to these accidents. The process incorporates the description of the hazards causal factors, and a comprehensive definition and review of risk mitigation actions. It includes a systemic representation of safety controls and the initial definition of the safety management strategy. Moreover, it supports the identification of new potential safety roles and tasks, and a preliminary delegation of safety responsibilities.
For the implementation of the process for hazard analysis, existing accident information, judgments and assumptions are utilized. The purpose is to provide a systematic and itemized initial list of safety controls in order to establish a consistent initial safety management strategy for further development in later design stages.
Background
The application of the hazard analysis and management process presented in this study focuses on the analysis of two specific concepts of autonomous ferries for urban transport.
Autonomous ferry "A"
This first concept has a mission to transport passengers from one side to the Aura River in the city of Turku to the other, as the potential route presented in Fig. 1 . The distance navigated by this ferry is about 100 m in total. The passenger capacity for this ferry is not yet defined, current ferries (man controlled) with similar mission and operations in the same area have a capacity of 75 passengers. The operational function of the ferries is described as follows: a) Passengers aboard the ferry while it is docked b) The boarding process is finalized b.1) The access gate in the pier is closed b.
2) The access door in the vessel in closed c) The ferry undocks d) The ferry begins its voyage e) The ferry reach the other side of the river and it is docked f) The passengers disembark the ferry (after this is concluded operation "a" is repeated)
Autonomous ferry "B"
This second concept has the mission to transport passengers from a location close to downtown of the city of Turku at the Aura River to a new pier to be located in the Ruissalo Island, see Fig. 1 for an approximate route location. The ferry starts its buoyancy from a pier located at the Aura River in Turku downtown, it navigates through a sheltered sea area for a short time, and reach its destination in Ruissalo Island. The distance navigated is around 8 km. Also in this concept, the passenger capacity is not yet defined. The boarding and disembarking processes are similar to the one specified for ferry "A". Technical and design characteristics of these ferries are not yet defined. In order to support this task, this study utilizes the described ferry missions as the context to implement the hazard analysis and management process presented in this study.
Process for hazard analysis and management

Process foundations
As specified in Section 2, the content and structure of the process for hazard analysis introduced in this section are based on the foundations of system safety engineering, particularly in STAMP and STPA. The foundations of STAMP and STPA enable the development of analysis processes that can be used in an early design phase, providing initial information necessary to guide later design stages. The aim is to consider safety in the earliest conceptual design phase to efficiently influence the design process [50] .
The process foundations are also linked to the ship design spiral presented in Evans (1959) . The spiral introduces a process for affecting ship design [61] . In the spiral, the specification of the ship mission is the starting point for the concept design phase, continuing with preliminary power estimations, a propulsion system, a hull shape, a general arrangement, preliminary hydrostatic and hydrodynamic calculations and preliminary cost estimations.
The elements of the spiral are elaborated and reviewed in four phases: concept design, and preliminary design, contract design, and detail design. The elements are continuously reviewed with the main customer to find the most efficient overall design [62] . Incorporating risk assessment and goal-based design for accident prevention is an important part of the ship design spiral [63] . However, the approach to assess the risks and the goal-based design in the spiral is focused on the safety regulations of the current maritime traffic operations and the specifications defined mainly by the customer [47] . Fig. 2 describes the aim of executing the proposed process for hazard analysis before the concept design phase of the autonomous vessel. In the figure, the process is introduced in a phase called level 0 (pre-concept design). This phase aims at executing the systematic hazard analysis and management process when the general description of the mission and the potential operational context of the autonomous vessel are defined. The objective is to define safety controls for the initial safety management strategy of an autonomous vessel.
In order to define the safety controls, the study considers the view of diverse stakeholders involved in the entire autonomous system. This includes suppliers and business partners, safety authorities and regulators, emergency response organizations, among others. The controls and the formulated safety strategy has to be assessed and continued in the following design phases of the spiral. The aim is to systematically develop a dynamic safety management strategy which continuously evolved during vessel design process. Thus, the information in this initial safety management strategy focuses on providing systematic and systemic information to support the design of the elements in the subsequent phases of the ship design spiral.
Finally, the process foundations included the ideology behind the Design for Responsibility concept [64] . The concept remarks that safety cannot be achieved thought technical means only and that the absence of risks is not a possible target when designing new technologies and dealing with their uncertainties. Therefore, the concept proposes to design the delegation of responsibility by focusing on three key aspects: completeness, fairness and effectiveness. Section 4.3 describes the incorporation of this concept in the proposed process.
The systematic and systemic hazard analysis and management process
Definition of accidents and identification of hazards: step one
The initial step in the process is to define the type of accidents covered in the analysis. For this, we utilize the concept presented in [66] :
Accident represents an undesired and unplanned event that result in a loss and affectations, including the loss of human life or injury, property damage, equipment damage or environmental pollution, delays in the system operations and repair costs.
The accident identification specifies the accident types which may cause loss and affectations during the operational functioning of the autonomous vessels. In this initial phase, the identification of accidents focuses on determining and describing the most critical accidents which the safety controls and the initial safety management strategy aim to prevent and/or provide a post-accidental response to.
The hazard identification focuses on detecting those hazards which can lead to the defined accidents. The aim is to detect a certain system state or set of conditions, which in a particular set of worst-case conditions in the operational context, lead to the defined accidents [50] . This enables the development of the initial systematic and systemic connection between the accidents and their linked hazards.
Detailed hazard description and initial definition of mitigation actions: step two
This step elaborates detailed descriptions of the hazards, providing a comprehensive argumentation about the relevancy of specific hazards, and a qualitative estimation of their potential severity and type of consequences. The step continues with the identification of the potential causal factors of the hazard. This describes the hazard as a combination of system state and conditions that could influence the effect of the hazard occurrence.
The step concludes with the definition of hazard mitigation actions. These actions represent the initial specifications of the safety controls which are the core element of the initial safety management strategy [67] . The actions are flexible to include diverse forms of mitigation strategies, including the implementation of technology, management procedures, diverse assessments, and testing programs. The aim is to create an extensive and coherent list of mitigation actions. The actions are preliminarily assessed to estimate the complexity and costs of their implementation. Finally, each mitigation action has to be categorized based on their intended mitigation control strategy. For this, the process includes the following four categories:
i. The defined mitigation action attempts to reduce the damage if the accident occurs ii. The defined mitigation action attempts to reduce the likelihood that the hazard results in an accident. iii. The defined mitigation action attempts to reduce the likelihood that the hazard will occur. iv. The defined mitigation action attempts to completely eliminate the hazard
Definition of the safety controls: step three
Step three focuses on defining safety controls based on the adopted mitigation actions. The controls focus on providing structured actions to ensure the safety of the operational context under analysis. This task demands the review and prioritization of mitigations actions that will be further developed as the safety controls of the initial safety management strategy. This states if these actions have potentially a significant effect on the mitigation of the hazard. The aim is to assess if the safety controls are objective and relevant to continue their analysis and development into the initial safety management strategy of the autonomous vessel.
Identification of unsafe control actions (UCAs) and redefinition of the safety controls: step four
The identification of UCAs and redefinition of the safety controls are executed by following the process of analysis in the steps of the STPA. The objective is to analyze each hazard and its defined safety controls. The steps of the STPA process are:
-One: For each defined safety control, identify unsafe control actions (UCAs) that could lead to a hazardous state in the system. Hazardous states result from inadequate controls or enforcement of the safety control. These can occur because: ○ A control action for safety is not provided or followed ○ An unsafe control action is provided ○ A safety control is provided too early or too late ○ A safety control is stopped too soon or applied too long -Two: Define why and how UCAs could occur ○ Examine the elements included in the functioning of the safety control ○ Consider how the safety control could degrade over the time Moreover, the STPA process is extended to include a redefinition of the function of the safety control. This states how the safety control mitigates the identified UCAs. This provides a clear definition of the actual logic principle behind the functioning of the safety control.
Representation of the initial safety management strategy: step five
The execution of step one to step four produce itemized information that is systemically connected.
Step five focuses on representing the main components emerged from the analysis: the hazards, their safety controls, the logic principle of the safety controls, and the link to the accidents that these aim to prevent or respond to. This step provides a detailed representation of the initial safety management strategy of the autonomous vessel.
The definition of safety roles, tasks and responsibilities
The development of the hazard analysis and management process proposed in this study provides information to define loops among different components in the safety control. This supports the definition of preliminary roles, tasks, and responsibilities in the implementation of the safety control. This task is based on the elements established in the Design for Responsibility concept introduced in [64] . The concept remarks the importance of designing the responsibility for safety in the earliest design phase in order to complement the design of technologies and the final design of the system. The aim is to define who is involved in the implementation and assurance of the controls and define new potential roles and demands for the functioning of the safety controls. The focus is on providing information to implement and maintain the safety controls by ship manufacturers, ship operators, ship service and business providers, authorities, and other system stakeholders. This definition and distribution of responsibility have to be complete, fair and effective. Complete refers to the delegation of at least one actor for a certain task. Fair means a balanced sharing of the responsibility among the actors in the safety controls. Effective refers to the distribution of the responsibility to effectively deal with the risks mitigated by the safety control. 
. Accident data and existing frameworks for risk analysis
The main information to identify the most common accidents for the ferries A and B considers the accidents statistics on the European maritime context. For this, the European annual overview of marine casualties and incidents in 2016 is utilized. This report presents that grounding, contacts and collision represent about 50% of the casualties reported, loss of control 26%, damage to ship and equipment 15%, fire/ explosion represents 5%, flooding 3% and capsizing/listing less than 1% [68] .
This information is certainly representing the trends to the justified foundations in the existing analysis of the risks of the current operational mode of the maritime traffic. These are utilized to create the existing frameworks for maritime risk analysis that are mainly focused on ship collisions and groundings (see references in Section 1). Loss of control and damage to ship and equipment are commonly associated to casualties which may provoke collisions and groundings, and flooding and capsizing are associated to the produced effect after a collision or grounding [23, 24, 37] . The analysis of these type of casualties, together with the fire/explosions commonly originated in the engine room either from fire in the engine room or engine internal fire/explosion [41, 44] , represent the main input information to begin the initial step (Step one) of the process proposed together with the consulted experts.
Expert judgment and information processing
In order to apply the proposed process to analyze the hazards of the described Ferry A and B, experts in different industry domains were consulted. Initially, two experts have executed the steps one and two of the process. The personal knowledge and characteristics of these two experts are described in Appendix 1 (Expert A and B).
The execution of steps one and two (see Section 4) produced preliminary information which is further analysed with other experts with specialization and knowledge in relevant fields linked to the initial hazard mitigation actions. These experts participated in four organized workshops to continue and finalize the hazard analysis. Table 1 presents the tasks for the experts in the workshops. Appendix 1 describes the knowledge and characteristics of these experts.
The outcome produced with the process application
Defined accidents and identified hazards: step one
Step one defined 10 accidents to be considered when determining the initial safety management strategy for ferry A and B. The hazard identification detected 15 hazards which can lead to the occurrence of the 10 accidents. Table 2 presents the list of accidents and the identified hazards. The workshop numbers refer to the safety workshop where the hazards were analysed by the experts (see Appendix 1).
Detailed hazard description and definition of mitigation actions: step two
Step two provides detailed descriptions and the effects of the previously listed hazards, the definitions of the potential causal factors of the hazards, the definition of initial mitigation actions, an initial estimation of the difficulty and cost for their implementation, and the definition of the initial mitigation actions. Table 3 presents the detailed description and the hazard H1 (Object detection sensor error) and its initial mitigation actions. The description of the other hazards can be found in [69] .
The defined safety controls: step three
Once the initial hazard mitigation actions are included, the experts assess which of those actions should be further analysed in the process. The experts decided that all the proposed actions are relevant to control the safety of the two vessel concepts under analysis. They agreed that at this level, all the available information is useful to plan the initial safety management strategy. Anyhow, the experts decided to modify the name of some actions in order to make them more purpose specific. Table 4 presents the list of defined safety controls for each hazard, including the mitigation approach of these controls. Safety controls for hazards H4 and H5 are grouped together as the mitigation actions resulted in the step two can be implemented for the mitigation of both hazards, similar integration is done to hazard pairs H12 and H13, and H14 and H15. In the table, each safety control with a certain type of mitigation approach has a code with a sequential number (e.g. SC1). These numbers are grouped in the respective hazard category and mitigation approach, creating safety controls code numbers across the analysis which are used for traceability.
Analysis and redefinition of the safety controls: step four
The analysis of the safety controls provides the identification of Unsafe Control Actions (UCAs) that could lead to the identified hazards. The consulted experts detected UCAs and their potential causes by Table 1 Tasks description during the arranged safety workshops with experts.
Process Step Task
One Define accidents and identified the hazards that can lead to those accidents:
• Are the defined accidents the most relevant for analysis?
• Is the list of identified hazards complete? Two
Review the preliminary hazard analysis by giving answer to the following questions:
• Is the hazard description relevant and accurate?
• Is the list of the causal factors sensible?
• Are the mitigation actions relevant?
• Is there any other mitigation action to be included?
• Do you agree with the scales given to the cost/difficulty and the categorization of the mitigation control actions? Three
Based on the mitigation actions, define which of these should be further analysed and redefined as safety control. analysing the safety controls and identifying when UCAs could affect their effective implementation. Once UCAs are detected, the experts redefine the functioning of the safety control. Table 5 exemplifies the implementation of step four with the analysis of Hazard H1 (Object detection sensor error). The description of the analysis and redefinition of the other safety controls can be found in [69] .
The representation of the initial safety management strategy for ferry a and B: step five
This step focuses on making a systemic representation of the main components generated from the application of the process. For this, a database is developed in order to present the safety controls for each hazard. The database provides a definition of the logic principle of the safety control which is adapted from the redefinition of the safety controls (see Table 5 ). The database also presents a description of the actual risks mitigated with the implementation of the controls. Table 6 presents an extraction of the database. The database is available in [69] .
The initial safety management strategy for ferries A and B is composed of 73 safety controls. These have different approaches for mitigating the hazards and for preventing and responding to the defined accidents. Table 7 presents the summary of the safety controls included in the safety management strategy. Fig. 3 presents a matrix describing the type of safety controls, including the specification of the hazards that the controls aim to mitigate, the mitigation approach of the controls, and a grouping of the safety controls into the accidents that these attempt to prevent or respond to.
Definition of safety roles, tasks and responsibilities
The information produced in the application of the proposed process is utilized to exemplify how the potential definition of safety roles, tasks, and responsibilities can be done. Fig. 4 presents an example of the definition of roles, tasks, and responsibilities for the safety control sensor system and equipment redundancy (SC 1).
The figure presents an initial structure for managing the functioning of the safety control. It initially specifies who is the main responsible for ensuring the functioning of the safety control. It also points out other potential partners sharing this responsibility. The responsibility is clearly given to at least one actor. This identifies the vessel manufacturer as the main responsible for the bidding process in the acquisition of the sensor system and equipment redundancy. The other responsible stakeholders include the installation and maintenance providers and auditor (e.g. class society), these two share also the responsibility of ensuring the proper functioning of the sensor system and equipment redundancy. 6. Discussion
The purpose of the proposed process for hazard analysis and management
The implementation of the process produces initial itemized information which can guide the initial design process of an autonomous vessel and its entire operational system. The process is based on a system engineering approach which focused on supporting the design and management of complex systems and maintaining it functional during its complete operational life [70] . The aim is to initiate the design of safety in the earliest conceptual design phase for engineering a safer system [50] . The proposed process represents a truly systemic and systematic approach which is capable to analyse accidents and hazards in different contextual scenarios. Moreover, this approach is capable of formulating safety controls to prevent and or to react to those accidents and hazards.
The process adopts the foundations for ship design established in the ship design spiral and it anticipates other operational issues. The spiral represents a generally accepted approach in ship design projects [71] . The components of the spiral are developed in four different phases with the aim of ensuring an efficient culmination of the ship construction project. However, the incorporation of the elements focused on the safety management of the ship begins until the actual culmination of the concept design phase of the spiral. This provokes the creation of a safety management strategy which is ruled and decided by the view of shipbuilders, designers and operators, creating a limited scope which cannot include other key safety issues that influence the proper functioning of the ship and its entire operational system.
With the implementation of the proposed hazard analysis process at such called level 0 (pre-concept design), designers and builders can be early informed about safety hazards and potential ways to control them.
This represents an initial safety management strategy which considers the views of different stakeholders of the operating system of an autonomous vessel. This represents an important initial support to the development of the elements and phases included in the design spiral and other operational aspects of the autonomous vessel and its autonomous system. This strategy provides the description of safety controls influencing the following phases in the design process. The 73 controls defined in this study have an effect on the four following design phases, influencing the architectural and engineering characteristic defined in the concept deign, the detailed ship characteristics for ensuring the performance of the vessel defined in the preliminary design, the final general arrangements in the contract design, and the final working plans for the detailed design.
The implementation of the proposed process for hazard analysis
Implementation of step one
The implementation of the process focuses on the definition of initial safety management strategy which influences the design of an autonomous vessel. This strategy should evolve during the different design phases. For this, the step one defines the main accidents that may result in damages and injuries during the operations of the autonomous vessel and its entire operational system. In the implementation of this step for the analysis of the described ferry A and B, ten accidents have been defined. Linked to these accidents, fifteen hazards that in combination with a worst-case scenario can lead to one or more of the contemplated accidents have been identified. These hazards represent the obvious initial states of the system which endanger the mission and operation of the vessel.
Implementation of step two
This step provides a detailed description of the identified hazards, Appropriate heating, cooling and cleaning for local position reference systems SC 15 Appropriate and continuous on board maintenance programs SC 16 Continuing system diagnosis and proof testing 2 SC 6 Combination of local and satellite position reference systems SC 7
Autonomous Integrity monitoring
H7. Overloading of the vessel 4 SC 9
Automated door type passenger gates which do not allow more than maximum number of passengers on board SC 10
Clear rules, weighing and monitoring of the cargo taken on board SC 11 In case of adding permanent weights on board stability calculations and tests to be redone SC 12
Automatic continuous monitoring of the vessel's stability (draft, trim, list and GM), vessel programmed not to leave pier if over the limits. including their potential effect on different components of the vessels and its operating system. This description incorporates a justification of why the hazard analysis is relevant and the initial estimation of its severity and its consequences. Moreover, potential causal factors are also identified and analysed in this step. These are based on the view of different safety management stakeholders of the system, providing a systematic and systemic identification of factors which can emergence from different components attached to the functioning of the autonomous vessel. The step concludes with the definition of hazard mitigation actions. These actions are the point of reference regarding the approach to be followed in the initial safety management strategy of the vessels. The purpose of the actions and the preliminary evaluation of their feasibility is fundamental to assess their potential for further development.
H8. Shifting of weights
Implementation of step three
This step transforms the selected hazard mitigations actions into defined safety controls. In this step, the implementation of the process has evidenced the importance of keeping all valuable information produced with the initial actions. The implementation of this step, together with the support of the consulted experts, demonstrated a proactive approach to continue the development of these actions and transform these into the safety controls of the initial safety management strategy. This approach provides valuable information for designers, manufacturers, operators and other decision makers.
Implementation of step four
This step executes a final review of the functioning of the safety controls. It assesses the function of the safety controls to detect unsafe control actions that provoke the existence of the identified hazards. This identification is strengthened by incorporating the reasoning behind the existence of those unsafe control actions. This supports the development of more concrete descriptions about what the safety controls should do.
Implementation of step five
The implementation of the process to ensure the safety of the ferries A and B produced 73 safety controls. The 37% of these controls focuses on implementing actions to reduce the likelihood of the hazard occurrence. The 27% of the controls focuses on implementing actions which attempt to eliminate the hazard. The 18% of the safety controls focuses on implementing actions to reduce the likelihood that the hazard will result in an accident. The 18% of the controls focuses on implementing actions to reduce the damage if the accident occurs.
The safety controls and their included control logic principle provide an itemized safety management strategy which presents essential information in the earliest design phase. This supports decision makers to elaborate plans, conceptual designs, ship arrangements, and setting of other crucial elements for designing and building the autonomous vessels.
Defining safety roles, task and responsibilities
The definition of the safety controls and their logic principle provide information to make an initial estimation of how the roles and tasks for the functioning of the controls can be defined, making a preliminary Manual alarm systems on the passenger spaces and piers with direct access to remote monitoring center and rescue center SC 5
Remote monitoring center to calm down and instruct people by voice after the alarm SC 6
Vessel to stop automatically in case of a man over board alarm SC 7 Well planned and rehearsed procedure, suitable equipment and clear roles between authorities for recovering a person from the water SC 8
Possibility for other passengers to assist or recover a person from the water SC 9
Automatic warning message to be sent to the surrounding vessels
H14. Person(s) getting injured H15. Person(s) medical condition 4 SC 20
Unobstructed access and non-slippery floor materials in piers and the vessel 3 SC 27 Good lighting and air conditioning SC 26
Video surveillance system** 1 SC 9 Manual alarm systems on the passenger spaces and piers with direct access to remote monitoring center and rescue center SC 10
Vessel re-routes to the closest medical evacuation pier and informs her location to the rescue center if medical assistance is needed SC 11
Passenger instructions on piers and on board for medical emergencies SC 5
Remote monitoring center to calm down and instruct people by voice after the alarm SC 12
Well planned and rehearsed procedure for medical evacuation SC 13
Possibility for other passengers to give first aid to an injured person *Mitigation approach Level Detailed description 4
Attempt to completely eliminate the hazard 3
Attempt to reduce the likelihood that the hazard will occur 2
Attempt to reduce the likelihood that the hazard results in an accident 1
Attempt to reduce the damage if the accident occurs delegation of responsibilities among the stakeholders involved in the management of the safety controls. This information has to be transmitted and further processed in the subsequent phases of the vessel design and construction. The information has to evolve to obtain a clear definition of safety roles and responsibility in the functioning of the autonomous vessels and its entire operational ecosystem. Based on the approach to Design for Responsibility proposed in [64] , this defined responsibility has to be fairly distributed among the actors involved. It has to be flexible to allow changes on the defined responsibilities in order to dynamically update and improve this delegation. Finally, it has to constantly foster the virtues and capabilities of the defined responsible. SC 4 (3) . Appropriate and continuous on board maintenance program UCA 1. There is no on board maintenance program Potential causes -Lack of economic resources -Lack of understanding of the importance of the maintenance program UCA 2. The maintenance program does not cover the necessary elements and the life cycle of the hardware. Potential causes -Lack of competence UCA 3. The maintenance program is not followed Potential causes -Lack of time (work overload) -Lack of economic resources -Lack of understanding of the importance of the maintenance program UCA 4. Maintenance is not done properly Potential causes -Lack of commitment -Lack of competence -Human error or mistake -Lack of economic resources Redefining of the safety control Appropriate and continuous maintenance program: -By implementing an on board maintenance program it can be ensured that all critical systems remain functional at all times -A well planned maintenance program covers all necessary areas on board and it is adjusted separately for each vessel -Maintenance done timely and accordingly to the program by competent personnel ensures the smooth operation of the sensors SC 5 (3). Continuing system diagnosis and proof testing UCA 1. There is no continuing system diagnosis and proof testing Potential Causes -Lack of economic resources -Lack of planning -It cannot be performed due to the effects on operation UCA 2. The continuing system diagnosis and proof testing do not cover all necessary functions Potential causes -Lack of economic resources -Lack of planning -Test cannot be performed due to the effects on operation UCA 3. The test is not able to recognize problems Potential causes -Wrong test design -Changes in the system Redefining of the safety control: Continuing system diagnosis and proof testing: -Continuing system diagnosis and regular proof testing ensures that the system functions as it should -Test design should be planned carefully and updated after changes in the system in order to cover all the necessary functions and recognize potential problems -Possible effect on the operation should be taken into account in planning SC 1 (2) Autonomous Integrity monitoring UCA 1. There is no integrity monitoring Potential causes -Lack of economic resources -Lack of planning -Lack of understanding UCA 2. Integrity monitoring gives wrong information Potential Causes -Common cause failure -Wrong design -Changes in the system Redefining of the safety control: Autonomous Integrity monitoring: -Well designed and up to date integrity monitoring system ensures that the data has not been damaged or manipulated 6.4. Limitations
Process limitations
The main process limitation is linked to the decision about to what level of details the analysis needs to be concluded [72] . This particularly refers to step four of the process where unsafe control actions need to be identified. This limitation influences the development of the expert consultations. The process demands a deep analysis of the potential unsafe control actions. Thus, the implementation of this step is challenging and time-consuming.
Results limitations
Linked to the referred process limitation, the results are limited to set an initial safety management strategy focused on the mitigation, prevention, and response to 10 accidents and 15 hazards. Initially, the incorrect interpretation or execution of the international regulations for preventing collisions at sea (COLREGs) was listed as one hazard. However, as the hazard is actually composed of different elements and complex interactions, the experts mentioned that implementation of the COLREGs in autonomous vessels has to be analysed carefully and separately.
Table 6
Extraction (H1 Object detection sensor error) of the database created to present the logic principle and the risks mitigated by the safety controls.
Hazard
Safety Control (SC) Control logic principle Risks mitigated 1
Sensor system redundancy and diversity
If one sensor fails the redundancy ensures there is going to be another sensor funcƟoning. The quipment chosen to provide the redundancy has to be the correct in order to provide the user with the required informaƟon at all Ɵmes > Innapropriate funcƟoning and availability of the sensor > Correctness on the selecƟon of redundancy equipment on Ɵme detecƟon sensor failure > External failures affecƟng the funcƟoning of the sensor
UPS (Uninterrupted Power Source)
If there is a disturbance in the vessel power system the UPS can temporarily provide power for the criƟcal equipment. When the UPS setup is planned, installed and maintained properly, the user can count on a reliable backup system > There is a disturbance in vessel's power system and the equipment is not backed up with UPS > The UPS does not work or take too long to switch on > The capacity of the UPS is not sufficient to provide power for the equipment 2. Appropriate heaƟng, cooling and cleaning systems By applying sensors with proper heaƟng and/or cooling systems it can be ensured that they funcƟon properly in all operaƟng condiƟons. Proper automaƟc cleaning systems can ensure the appropriate funcƟon of the sensors outdoors > Equipment is not able to funcƟon properly in winter condiƟons > Equipment is not able to funcƟon properly due to the high temperature > Equipment lens is dirty > CondensaƟon inside equipment
Thorough commissioning of equipment set
When the equipment set is thoroughly tested and cerƟfied (preferably by an independent body) it ensures that the equipment funcƟons properly, is compaƟble and the operaƟon can be run safely.
> The equipment set has not been properly tested or not tested at all before operaƟon 4. Appropriate and conƟnuous on board maintenance programs By implemenƟng a maintenance program it can be ensured that all criƟcal systems remain funcƟonal at all Ɵmes. A well planned maintenance program covers all necessary areas on board and it is adjusted separately for each vessel. Maintenance done Ɵmely and accordingly to the program by competent personnel ensures the smooth operaƟon of the sensors.
> There is no maintenance program > The maintenance program does not cover the necessary elements and the life cycle of the hardware > The maintenance program is not followed or it is wrongly applied
ConƟnuing system diagnosis and proof tesƟng
ConƟnuing system diagnosis and regular proof tesƟng ensures that the system funcƟons as it should. Test design should be planned carefully and updated aŌer changes in the system in order to cover all the necessary funcƟons and recognize potenƟal problems. Possible effect on the operaƟon should be taken into account in planning > There is not conƟnuing system diagnosis and proof tesƟng > The conƟnuing system diagnosis and proof tesƟng does not cover all necessary funcƟons > The test is not able to recognize problems
Autonomous integrity monitoring
Well designed and up to date integrity monitoring system ensures that the data has not been damaged or manipulated > There is not integrity monitoring > Integrity monitoring gives wrong informaƟon 1. Object detection sensor error
Object detection sensor error
Safety control strategy AƩempt to eliminate the hazard Reduce the likelihood that the hazard will occur Reduce the likelihood that the hazard results in an accident Reduce the damage if the accident occur Table 7 The safety controls of the initial safety management strategy for ferry A and B.
Safety control mitigation approach
Safety controls defined Attempt to completely eliminate the hazard 20 Attempt to reduce the likelihood that the hazard will occur 27 Attempt to reduce the likelihood that the hazard results in an accident 13 Attempt to reduce the damage if the accident occurs 13
The scope covered with the defined safety controls represents only an initial reference for the further development of the strategy. Thus, no claims are made about the presented accidents and hazards being the only possible ones. The main intention is to set the initial structure of an analysis which has to evolve during the phases of the vessel design and construction. This represents the need for continuing the hazard and risk analysis during the implementation of the subsequent design phases. This analysis has to make a consistent review of the cost and difficulty of the selected safety controls, the current rating is subjective to an analysis based on expert judgement. This requires a validation process that includes a sensitivity analysis of the preliminary rating.
Future work
The work to continue the development of the safety management strategy focuses on the validation of the obtained results and a clear representation about how the strategy could differently evolve in ferry A and ferry B. The aim is to assess the relevancy of the strategy in both cases to select and further develop the safety controls in the actual concept design phase. The development of the strategy has to be executed by the actual stakeholders responsible for designing, constructing and operating the autonomous vessel and the other components of its operating system. The participation of these stakeholders is essential as information has to be generated in order to make an evaluation of the analysed aspects of each safety control. This includes the definition of the technical characteristics of the controls (based on the defined logic principle) and a sensitivity analysis of the rating allocated to the cost and difficulty of the controls.
The proposed hazard analysis and management process is applied in the context of the so-called design spiral. Specifically, the process is applied as a part of level 0 (pre-concept design). The aim to define a safety management strategy already as a part of the definition of the mission requirements. However, the application of the proposed process could be extended to the context of some other wider design process such as the goal-and system-based approach proposed in [73] and the extension of such approach presented in [74] . In this design process model, an individual vessel is treated as a component of a wider maritime system. This creates the interaction of different concept designs which are split into certain sub-system categories that are designed in terms of a set of parameter values determined to meet certain goals and functional requirements. This model executes a performance assessment which can select the most cost-efficient alternative. This represents a link to a subsequent stage where the safety management Fig. 4 . The initial structure for defining safety roles, tasks, and responsibilities in the implementation of safety control SC 1 "Sensor system and equipment redundancy". (SC)  1   H1 H1 H1  H1 H1 H1  H1 H1 H1  H1 H1 H1  H1  H1  H10   2   H2 H1 H4  H2 H1  H2 H1  H2 H1 H4  H2  H4  H2  H4  H10   3   H2 H1 H4  H2 H1  H2 H1  H2 H1 H4  H2  H4  H2  H4  H11   4   H3 H1 H4  H3 H1  H3 H1  H3 H1 H4  H3  H4  H3  H4  H12  H12  H12   5   H3 H1 H4  H3 H1  H3 H1  H3 H1 H4  H3  H4  H3  H4  H12  H12  H12   6   H4 H2 H4  H2  H2  H4 H2 H4  H4 H2 H4  H4 H2 H4  H8  H12   7   H4 H2 H4  H2  H2  H4 H2 H4  H4 H2 H4  H4 H2 H4  H9  H12   8   H4 H2  H2  H2  H4 H2  H4 H2  H4 H2  H7  H9  H12   9   H3  H3  H3  H3  H3  H3  H7  H11  H12   10   H3  H3  H3  H3  H3  H3  H7  H11  H14 
Safety Control
SC control strategy:
AƩempt to eliminate the hazard Reduce the likelihood that the hazard will occur Reduce the likelihood that the hazard results in an accident Reduce the damage if the accident occur Fig. 3 . The matrix of the safety controls included in the initial safety management strategy for ferry A and B, the matrix describes the type of control utilized for the prevention and response to the defined accidents. Accidents and Hazards presented in Table 2 and Safety Controls in Table 4 .
strategy ensures the efficiency of the proposed safety controls. The linking and extending of the proposed process in this study to the above mentioned model will consume more time and resources, but it would likely result in a more systematic and efficient solution than using the traditional design spiral. This approach can enable the linking of the safety controls with other essential constraints such as environmental pollution controls.
Conclusions
This study presents a systemic and systematic hazard analysis and management process for the concept design phase of an autonomous vessel within its operative context. The process is composed of five different steps to elaborate an analysis of hazards and to define safety controls for mitigating and preventing the identified hazards. These controls are the basis of the initial safety management strategy of the autonomous vessels and its operating system.
The implementation of the process seems to be proficient for analysing hazards and proposing safety controls with a systematic and systemic approach that covers the operational context of the autonomous vessel. The application of the process to analyze two concepts of autonomous ferries operating in urban waterways in Finland results in the analysis of 10 defined accidents and 15 identified hazards. The analysis concludes with the definition of an initial safety management strategy composed of 73 safety controls. This initial safety management strategy provides itemized information that is relevant to plan, design and construct the autonomous vessel and its entire operational system.
The definition of the safety management strategy and its incorporated safety controls facilitates the initial identification of new safety tasks and a systematic delegation of responsibilities for management of safety of the vessels. This promotes the involvement of different key stakeholders in the management of safety for the autonomous vessels and their operating system. 1 A) A master mariner and a master of marine technology with over 14 years of seagoing experience as marine officer, and about 5 years of experience from maritime administration as a senior inspector and a marine safety investigator. B) A senior researcher with about 4 years of practical experience in quality and safety management of maritime traffic and port logistics, and over 5 years of experience in the research of safety and risk management practices implemented in the maritime industry. C) A shipbuilding engineer with over 14 years of experience in ship design and technical management in maritime industry and about six years of experience from the classification societies. D) A design and production engineer with over six years of experience as project manager and director in smart mobility and transport automation projects. E) A captain with ten years of seagoing experience as a marine officer and shipmaster, and 20 years of experience in the maritime simulator training and simulator environment development in a maritime college. F) A doctor of technology specialized in control engineering, automation and system identification. The expert has over six years of experience in the marine electric and automation industry and is currently a manager of intelligent shipping in one of the a leading technology companies in the field. G) A doctor of philosophy specialized in positioning technologies. The expert has over ten years of experience in the development of GNNS products and over four years of experience in researching geodesy, geoinformatics, navigation, remote sensing and spatial data infrastructure. H) A software engineer with over ten years of experience as designer of software and algorithms for automation and energy domains. Specialized in critical and high-reliability systems. 2 A) A master mariner and a master of marine technology with over 14 years of seagoing experience as marine officer, and about 5 years of experience from maritime administration as senior inspector and marine safety investigator B) A senior researcher with about 4 years of practical experience in quality and safety management of maritime traffic and port logistics, and over 5 years of experience in the research of safety and risk management practices implemented in the maritime industry. I) A naval architect with 14 years of experience in the ship design and construction, and works currently as a managing director of a shipyard. The expert has also over 9 years of technical ship management experience from a shipping company. J) A coast guard officer with a total of 28 years of experience of maritime search and rescue work, of which seven years as a search and rescue mission coordinator. K) A fire engineer with about ten years of rescue service experience specialized in fire inspections and contingency planning in chemical sites and harbours. Currently the expert works as a leading fire inspector in charge of developing control activities for the South West Finland rescue area. L) A ship owner with over 20 years of experience in ship management and practical ship operations, and 12 years of experience as a ferry Captain in the Finnish archipelago. The expert acts also a safety manager (DPA) of a shipping company. M) A city risk manager with a master's degree in engineering. This expert is in charge of the safety and security strategies and their implementation in one the largest cities of Finland. N) A master mariner with five years of seagoing experience as a marine officer and 11 years of experience as a survival instructor in maritime safety training center. The expert has also experience in development and evaluation of the marine lifesaving equipment. 3 A) A master mariner and a master of marine technology with over 14 years of seagoing experience as marine officer, and about 5 years of experience from maritime administration as senior inspector and marine safety investigator B) A senior researcher with about 4 years of practical experience in quality and safety management of maritime traffic and port logistics, and over 5 years of (continued on next page) Appendix 1 (continued)
Workshop number Consulted expert experience in the research of safety and risk management practices implemented in the maritime industry. C) A shipbuilding engineer with over 14 years of experience in ship design and technical management in maritime industry and about six years of experience from the classification societies. F) A doctor of technology specialized in control engineering, automation and system identification. The expert has over six years of experience in the marine electric and automation industry and is currently a manager of intelligent shipping in one of the a leading technology companies in the field. O) A master mariner with three years of seagoing experience as a marine officer and 10 years of experience as a simulator instructor and a training manager in a maritime college. P) A master mariner with five years of experience in developing maritime on-board solutions. The expert currently works as a CEO of a company focusing on maritime IT/ICT/IoT/telematics and safety systems. Q) A naval architect with over five years of experience in the implementation of maritime safety regulations for ship design and construction. The expert has also over 3 years of experience in researching the interaction between sea ice and ship structures. R) A Chief engineer with 18 years of seagoing experience as a marine engineer. The expert acts also a safety manager (DPA) in a shipping company specialized in operating public transportation routes in a city area. 4
A) A master mariner and a master of marine technology with over 14 years of seagoing experience as marine officer, and about 5 years of experience from maritime administration as senior inspector and marine safety investigator B) A senior researcher with about 4 years of practical experience in quality and safety management of maritime traffic and port logistics, and over 5 years of experience in the research of safety and risk management practices implemented in the maritime industry. I) A naval architect with 14 years of experience in the ship design and construction, and works currently as a managing director of a shipyard. The expert has also over 9 years of technical ship management experience from a shipping company J) A coast guard officer with a total of 28 years of experience of maritime search and rescue work, of which seven years of experience as a search and rescue mission coordinator. K) A fire engineer with about ten years of rescue service experience specialized in fire inspections and contingency planning in chemical sites and harbours. Currently the expert works as a leading fire inspector in charge of developing control activities for the South West Finland rescue area. S) A mechanical engineer with 7 years of experience in fire safety consulting, maintenance, planning and installation of fire-extinguishing systems. T) A Marine and electrical engineer with about fifteen years of seagoing experience. The expert has also experience from marine switchboard planning, and power plant electrical network distribution operation and maintenance.
